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THANK YOU FOR ATTENDING THE WAVELINK TECH-BYTE ON FORTISWITCH AND FORTIAP

STEP 1: PREPARE YOUR FORTIGATE FOR FORTILINK

i. Network > Static Routes confirm your WAN

port has connectivity to the internet

“us
1

FortiLink port from the default

Network > Interfaces remove your chosen
nternal” - if

all the ports to be FortiLink ports for more than
1x FortiSwitch modify more defaults ports

=_= FortiWiFi 60E-DSL

MOR-DS5-FWF60EDSL

Favorites > Feature Visibility
& Dashboard >
Core Features
S& Security Fabric >
s Network > [ (B Advanced Routing ]
£ System ~ l B Ipvs l
Administrators
Admin Profiles l @ Switch Controller ]
Firmware l @© VPN ]
Settings
[ @ WiFi Controller l
HA
SNMP

Replacement Messages

Replacement Message

Groups
FortiGuard
Certificates
B Policy & Objects >

System > Feature Vis. turn on Switch and WiFi
controller option in Basic/Core left hand menu
WiFi&Switch Cont. > FortiLink Int. add your
port from step ii. turn on Auto Authorise then
turn on DHCP Server —plug ethernet from the
last port of the FortiSwitch to the FortiGate
programmed FortiLink port

7% FortiwiFi 60E-DSL  MOR-DS5-FWF60EDSL

Favorites >
@ Dashboard >
34 Security Fabric >
+# Network >
£ System >
B Policy & Objects >
& Security Profiles >
L VPN >
& User & Authentication >
| = WiFi & Switch Controller v
Local WiFi Radio
Managed FortiAPs
WiFi Clients
WiFi Maps
SSIDs
FortiAP Profiles
WIDS Profiles

FortiLink Interface w

Manased FartiSwitch

Edit FortiLink Interface
Name =3 internal
Alias
Type =3 Fortilink (Hardware Switch)
Interface members | @ internall %  [# internal2 %
[ internal3 X | [ internal4 %
[® internal5 % [# internalé %
[# internal7 %
+
Address
IP/Netmask 169.254.254.1/255.255.255.0
Connected devices 1 FortiSwitch(es)

Automatically authorize devices @ €@

DHCP Server
Address range 169.254.254.2-169.254.254.254
(-]
Netmask 255.255.255.0
[ T .

STEP

VLAN with a Manual address mode, Admin.

Access Security Fabric Connection/Telemetry,

iv.

DHCP Server and turn on Device Detection

WiFi&Switch Cont. > FSW Ports bulk select the

Native VLAN column and edit to the new VLAN

272 FortiwiFi 60E-DSL M

‘ortiWiFi 60E-DSL

MO

2: CONFIGURE YOUR CONNECTED FORTISWITCH

i WiFi&Switch Cont. > FSW VLANSs create a new

Policy&Objects > IPV4 create a new firewall
policy giving the new VLAN WAN access
Security Fabric > Physical Topo. check to see
your FSW has joined the fabric and the
connected devices are now showing — also see
the DHCP Monitor for connected devices

Edit Interface

Favorites >
@ Dashboard >
Neme @ DataNetwork
5 Securlty Fabric >
Allas
# Network >
Type @ VLAN
o Systs >
e Interface 33 intemal
B Policy & Objects >
VLANID 10
@ Security Profiles s
Color M Change
o >
VN Role @ LAN -
& User & Authentication >
¥ WIFi & SwitchController — ~ | pgqress
LG Addressing mode DHCP PPPoE
SO RS IP/Netmask 192.168.1.1/255.255.255.0

WiFI Clients Create address object matching subnet €O

WIFi Maps Name 3 DataNetwork address

SSiDs Destination 192.160.1.1/255.255.255.0

FortiAP Profiles Secondary P address »

WIDS Profiles

Fortili

Managed FortiSwitch IPva HTTPS HTTP @ PING
e @ FMG-Access S5H O shmp )
e O Onousacmnie IS
FortiSwitch NAC Policies T r—

FortiSwitch Security

Policies Address range 192168.1.10-192.168.1.254

Favorites > 4 CreateNew~ & Q
& Dashiboard »
. Port Trunk  AccessMode Enabled Features Native VLAN Device Information
S Security Fabric >
+ Network N 5] MOR-DSS5-FSW108EFPOE - S108EF5920001759 €
o System » @portl Normal © EdgePort @ DataNetwork @ Game-Switch-MTD &
Spanning Tree Protocol & Mobile-iPhone7-JRZ ¥
B Policy & Objects ’ & Mobile-1PhoneXJRZ %
& Security Profiles » (7]
L VPN > & port2 Narmal © EdgePort @ DataNetwork = PC-Win10-JRZ %
& User & Authentication > © Spanning Tree Protoool
Ie WIFI & Switch Controfler ~ ~ @ port3 Normal @ Edge Port & DataNetwork @ Phone-Linksys-PAP2 ¥
© Spanning Tree Protocol
Local WiFi Radio
4 N | Edge Port
Managed FortiAPs & por bormal : : ge Port @ DataNetwork
Spanning Tree Protocol
WiFi Clients
@ ports Normal Edge Port @ DataNetwork
WIFi Maps © Spanning Tree Protocol
SSIDs & porté Normal © Edge Port @ DataNetwork
FortiAP Profiles © Spanning Tree Protocol
WIDS Profiles & port? Normal © EdgePort @ DataNetwork
T T, Spanning Tree Protocol
Managed FortiSwitch & portss Normal Edge Port % FWS0EVTK18002861
© Spanning Tree Protocal
FortiSwitch VLANs
py © port? Narmal © EdgePort @ DataNetwork

FortiSwitch Ports

@ Spanning Tree Protocol
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STEP 3: PLUG IN A FORTIAP VIA AN INJECTOR OR PoE SWITCH PORT

WiFi&Switch Cont. > Managed FortiAPs right

click and Authorize the connected access point
WiFi&Switch Cont. > SSIDs create your

wireless network details with Admin. Access iv.
Security Fabric Connection/Telemetry and

Device Detection if using Tunnel Traffic mode
WiFi&Switch Cont. > FortiAP Prof. create

profile and match FAP model, change Radio

SSIDs to Manual; Specify the Region to
Australia —if in use input FortiPresence details
and turn on Locate WiFi clients

Security Fabric > Physical Topo. check to see
your FAP has joined the fabric and the
connected devices are now showing — also see
the WiFi Client Monitor for connected devices

=75 FortiWiFi 60E-DSL  MOR

S0 FortiWiFi 60E-DSL MO

Layer 2 and PoE+

Adds Layer 3 and Link Aggregation

s

3,000 SERIES
Chassis switch that can be maxed to
32x 100 GE QSP28 ports

1,000 SERIES
Chassis switch with max 48x 10GE,
6x 40GE and 4x 100GE

~——

FAP SERIES FAP-U SERIES

Adds 4x 10GE SFP+ and Multicast

IP30 rating, fanless passive cooling
and >25 year mean time to fail

Favorites > Status Favorites > Edit FortiAP Profile
@ Dashboard > B Online @ Dashboard >
. Name FAP221E-25/5
Sk Security Fabric > 3 Security Fabric >
Comments Last update 6MAY2020 ,
 Network >  Network > 20255
Platform FAP221E
& system > o system >
Country / Region Australia
Policy & Object: > Policy & Objects >
8 Polcy & Objects # Poley & 00} Aloginpassword © |88 Leave Unchanged
& Security Profiles > @ Security Profiles >
S ’ v > | Administrativeaccess [ HTTPS SSH ] shmp
& User & Authentication » |+ CreateNew~ | o Edit | 8 Delete & Refresh & User & Authentication > | Clientloadbalancing [ Frequency Handoff AP Handoft
® WIFi& Switch Contraller nccess point status ssips | ¥ WiFisSwitch Controller  +
Local WIFi Radio Local WiFi Radio .
"% MOR-DS5-FAP221E @ Online  CID % FWF-SPQR-5 Fortiape Radia 1
=== # Eait & Pwrspors  Menaeofort Mode Disabled [Ny Dedicated Monitor
i
WIFI Clients o o WIFi Clients WD rofie N =
ARt RET ki Radio resource provision (B
=l © Deauthorize =20 Band 24GHz | B02.11nig -
WIDS Profiles  Restart WIS Profies shortguardinterval (B
FortiLink Interface Assign Profile FortiLink Interface Channels 1 6 1
Managed FortiSwiteh = Disgnostics and Tools Managed FortiSwitch TX pawer contral Y Mancal
FortiSwitch VLANs Q ShowinWIFi Maps FortiSwitch VLANS TX pawer 10 -7 dBm
FortiSwitch Ports LED Blink FortiSwitch Ports 55IDs © fd Tunnel & Bridge
FortiSwitch NAC Policies >_ EditinCLI FortiSwitch NAC Policies & FWF-SPQR-5(FWF-SPQR-5) X
FortiSwitch Security > Cannect to CLI FortiSwitch Security *
Palicies Policies Monitor channel utilization 0
-
———
- FRWANTRE Y e -
[— ; B e o s \
- = S— = s
-
7;_7~_-!. - - ------I: ] [ | -

Adds 4x 40GE QSFP and Multi-path

S )

' e ———
TRANSCEIVER MODULES

1-100 Gbps SFP, SFP+, QSFP+, DAC,

CFP2, and QSFP28

RUGGERDIZED

FAP-C SERIES

Used for most business wireless scenarios with a
choice of indoor and outdoor models

'--j'/l

PoE INJECTORS
Used where a PoE model FortiGate/FortiSwitch is
not at site or when using cloud-managed setup

Modified chipset for large scale complex radio
frequency deployments

) - & L‘a- x
ANTENNAS
Used in areas with high interference such as
shopping centres, mines or warehouses

Used in hotels, hospitals, or home apartment

R ot
FOR'I:IPRESENCE

Gather visitor/staff location and device info
without needing to connect to wireless network
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